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' Introduction

TOPICS (PART 2 - OVERVIEW)

PART I
» Why we care
A bit about us » High level understanding of blockchains
and how we » Deciding whether or not to use blockchains — and
came to look if so, what kind.
at blockchains > Discussions of relevant use cases.

TOPICS (PART 3 - TECHNICAL)

» How blockchains work
» Real world implementations
» Blockchains and training

» Resources & Q&A
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HOW WE CAME TO
LOOK AT BLOCKCHAINS




> Why We are Doing This

Our focus is on training, > Trust s important
credentialing, and careers — m In the credentials a person has earned

the human capital supply

In the capabilities of a team member
chain.

N
m In the future for which a military career prepares you
m In the data produced by training systems

Changes in technology and > Trust requires records to be

operations have made it m Traceable (who did what when - the time is important!)
hard to gather and trust the Verifiable (can't be faked)
records and data used in

N
m Immutable (cant be changed)
|

this supply chain. |
Indestructible (can't be lost or erased)

This is exactly the type of problem that blockchains are being used to solve!
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y IS MAatiers

» Lumina Foundation has identified a challenge
» Goal: 60% of Americans hold degrees, certificates or other
high-quality postsecondary credentials by 2025
» Essential to meeting our nation’s growing need for talent.

TWO PARTS:

1. Skill/Knowledge Acquisition
2. Skill/Knowledge Recognition

Lumina

FOUNDATION
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Credentialing, Certification, and Licensing

» Records are in walled gardens
=  High school diplomas
- Colegedegrees —— \WHY IS THERE A PROBLEM?
= Technical certifications
=  Work performance records
> “Soft-skills” are seldom made explicit
» Records are not granular enough to capture skills and knowledge
» Systems do not communicate well with each other
» There is no shared index for data

_ET

Lumina

FOUNDATION
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Credentialing, Certification, and Licensing

WHY ARE BLOCKCHAINS A SOLUTION?

ockchains enable granular record keeping
ockchains act as shared ledgers
ockchains engender trust

V VYV
veloslos)

(We will talk about this a few times today)

Lumina

FOUNDATION
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So Just to Summarize ...

> Today

» Electronic training records are tracked across a range of formats, in
many databases, at varying levels of detail

» Most records are not linked beyond their own community of interest

» Blockchains can provide
» Distributed, immutable, secure, and trusted data
> A common link across a learner’s lifetime
» The ability for individuals them to control their records

£ [ > But first we need to tell you the truth about blockchains ... and it may
“ not be exactly what you have read or heard.

&
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PART 1

OVERVIEW OF BLOCKCHAINS



The Blockchain Hype Cycle

Vou are here

L"'.»"ISIBILIT‘IIr

Peak of Inflated Expectations

Plateau of Productivity

Slope of Enlightenment

Trough of Disillusionment

Technology Trigger TIME

Gartner Hype Cycle
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The Buzz About Blockchains

-- c0|ndESk Blockchain 101  Technology Markets Business Data & Research  Consensus

Understand the fund tals of IBM /I N ’/
naerstan € Tunaamentals o : h
Blockchain A S I eres even an
‘ Blockchain technology presents opportunities for disruptive ) .
| innovation. It enables global business transactions with less = ; I I I S E‘ t t I
friction and more trust. . / u O rI a O n

L |
Download Blockchain for Dummies N I
eﬂ"
a“’q U
%

>

Bitcoin accounts for roughly 62% of the
crypto-currency market and is using
roughly 0.2% of the world’s electricity —
Morgan Stanley report, January 2018

m Equivalent of the energy consumption
of Ireland or Argentina

Introduction to Ethics

of Blockchain Technology
An IEEE eLearning Module

Learn More >>
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IMPORTANT: All That Glitters is Not Bitcoin

There are many other blockchains

« Some are public, some are private

« Some are open, some require permissions

« Some have nothing to do with currency

« Some just store transactions, some do more

>

—— ) ——
NEXT-GEN A | Oj N o T =TE
HIGH THROUGHPUT Nt > HYPERLEDGER

AN
5
N

BLOCKCHAIN PLATFORM

SMART CONTRACTS
FO'-&%'&MQE F&8 BLOCKCHAIN ==

FORUM 2spommesaon o L}A‘ IN HEALTHCARE
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So ... What ARE Blockchains?

» Distributed Ledgers ~—

|

Stored in

multiple |« A place to record |

places transactions
Any one of which That is permanent
can validate entries and auditable
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So ... What ARE Blockchains?

m Distributed Ledgers ~—

- S P, e N <

l‘f.’:.? ;:'W = — ‘z‘ ,,::;:' > ,:‘N.
[ ] [ ] n £ - "QY &-;k "L' == .«_,:"' o -~ ’.":‘
m Consisting of linke s = e
S & o
blocks of data S
.% o 8T ,‘)\‘—\" “}w :°
,) > - Ga"f o 0 ,ﬁ N (\:\. :

m \Whose content A place to record |, s S
transactions .‘

That is permanent
and auditable

— ] = == == B/ £/ £/

http://ethviewer.live/
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http://ethviewer.live/

So ... What ARE Blockchains?

m Distributed Ledgers ~—

m Consisting of linked
blocks of data

m \Whose content

m And that support

A place to record |

transactions

That is permanent

Replace legalese
with code!

and auditable
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What does this mean to the end user?

TRUST REQUIRES
RECORDS TO BE

» Traceable (who did what when)
m Blockchains are ledgers that record the entire history of transaction, with timestamps

» Verifiable (can't be faked)
m Blockchains use consensus and digital signatures to ensure the validity of records

» |Immutable (can't be changed)
m The “block & chain” mechanism ensures that changes can be detected

» Indestructible (can't be lost or erased)
m The data on a blockchain is distributed and replicated in multiple places.
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Applications of Blockchains

» Secure records with no single point of failure or authority

» Smart contracts that execute transactions automatically and accurately

» Equal access for everyone — from individuals to multi-national corporations
» Electronic wallets

“alitsec B NTSAToday




Applications of Blockchains

Health Care

» Electronic Health Records that

» Are permanent and protect your identity and your privacy

» Record all medical “events” (exams, prescriptions, quantitative self, etc.)
» Record origin, expiration date, etc. of medications
» Provider as well as patient records

“ alitsec B NTSAToday &



_ Applications of Blockchains

Supply ChalnManagement

» Record events from farm to table and from factory to consumer

> Helps identify problems, analyze processes, manage recalls

» Provides infrastructure for micro-payments and monitoring value-additions
» Open to all — can be joined by anyone in the supply chain

» Include smart contracts to initiative shipping or for time-based discounts

“alitsec B NTSAToday



Applications of Blockchains

Product rtification

» Consumers can verify that a product has been certified or is standards-conformant
» Smart contracts can enforce warrantees
» End users can examine entire chain of custody
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Applications of Blockchains

And of course ... training & education

» Secure verifiable credentials (degrees, licenses, ratings, etc.) with privacy controls
» Records of the data exhaust from LMSs, serious games, simulations, etc.

» Records of informal and non-formal learning (e.g. this tutorial)

» Consensus-based qualifications

 @ntsec B NTSAToday 5



» Permissioned—  nvperiLEDGER—

» Paid by users—M—

> Paid via mining
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7 When do I Need

a Blockchain?

https://specf

tworks/do-y -a-blockchain

“alitsec B NTSAToday

START

b 4

Cana
traditional
database
technology
meet your
needs?

Is this
database likely
to beattackedor
censored? Do you need
redundant copiesin
multiple distributed

computers?
YES NO

Does
more thanone
participant need
to be able to
update the
data?

Do you
and all those
updaters
trustone
another?

Would

all the
participants
trust a third

party?

ssssslecssssscossssscsssesssscecs

Does
the data
...................... '. naadicbe
geeceeseseenenaes > kept

private?

YES NO

Do you
needto control
who can make
changesto the

blockchain
software?


https://spectrum.ieee.org/computing/networks/do-you-need-a-blockchain

Let’'s Check These Against Some Use Cases!

Supply Chain Management & EHR*

Credentialing (Licensing / Certification)

m [ssued by multiple organizations
m Need permanence and validation. Also privacy controls.
m Transactional in nature (issue / revoke / transfer)

» Ashore & Afloat Records

m Eliminate replication across multiple systems

m  Would like automated updating based on achievements
» Workforce Development (Civilian Transition)

m Joint Military Transcripts

m  Mapping to Civilian Credentials (COOL)
» MA&S (and adaptive instructional systems)

m Persistent federation management
m Persistent learner models

*Electronic Health Records

 @ntsec B NTSAToday — [}




Supply Chain Management & EHR

Transactional data that must be Data comes from many sources
verifiable, trusted, and protected operating independently

l

Redundancy is desired and chains of
custody are required to instill trust

A third party authority is impractical
and infeasible — if something goes
wrong the public won't buy it

|

Blockchains are an ideal Privacy (PII) and end-user control
solution (and are being used) are (legally) required

Discussion topic: Will blockchains become the standard for acquisition and product certification?

“@utsec [ NTSAToday




Credentialing, Certification, and Licensing

» Lumina Foundation has identified a challenge
» Goal: 60% of Americans hold degrees, certificates or other
high-quality postsecondary credentials by 2025
» Essential to meeting our nation’s growing need for talent.
> https://www.luminafoundation.org/lumina-goal
» Spans all industries
» Relevant to veteran transition

Lumina

FOUNDATION
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https://www.luminafoundation.org/lumina-goal

Credentialing, Certification, and Licensing

Credentialing is massively distributed Data comes from many sources.
and must be secure & immutable. ———— Must support write / read / revoke / ,
A single traditional DB is out! transfer / contest / etc. ‘ ‘

l

They don’t know each other and
there are issues with trust (e.g. low ———
standards / faked credentials)

A third party authority is impractical
and politically infeasible

|

Privacy (PII) and end-user control
are (legally) required

Blockchains seem like an ideal
solution (and are being -—
explored for this)
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Credentialing, Certification, and Licensing

[ AN EXAMPLE FROM THE AVIATION INDUSTRY ]
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\
i Ashore and Afloat Records

» Data Challenges
= Data must move between ships and shore
= Bandwidth is at a premium
= Security is paramount

» Information Challenges
= Knowing capabilities with certitude
= Updating them as they evolve
= Synchronizing between ship and shore

“alitsec B NTSAToday



Ashore and Afloat Records

The current DB does not seem to Many systems across the fleet are
stay current — often hard to know if ——  generating and updating data —
a sailor’s records are up-to-date some ashore and some afloat

l

Need verifiability and immutability
Want redundancy and security

Smart contracts will allow sailors to
— acquire new credentials based on
afloat actions and training*

|

Blockchains could solve many Privacy (PII) and control over who
problems and offer advantages «— sees the data when shared externally

— worth exploring — are important issues




Ashore and Afloat Records — A Use Case for Smart Contracts

Smart contracts can potentially ...

» Establish prerequisites before deploying

» Update records based on acquired qualifications
>

>

Codify training plans (and check whether they are being followed)
Include logic to adjust training plans

» Respond to changes in equipment and requirements

A smart contract is a computer protocol intended to digitally facilitate, verify, or enforce the negotiation or performance
of a conftract. Smart contracts allow the performance of credible transactions without third parties. These transactions
are trackable and irreversible.['! Smart contracts were first proposed by Nick Szabo, who coined the term, in 1994.[]

Proponents of smart contracts claim that many kinds of contractual clauses may be made partially or fully self-
executing, self-enforcing, or both. The aim of smart contracts is to provide security that is superior to traditional contract

law and to reduce other transaction costs associated with contracting. Various cryptocurrencies have implemented types
of smart contracts.

Source: Wikipedia
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s M&S and Adaptive Instructional Systems

» Require an understanding of
= The learner’s knowledge, skills,
and abilities (competencies)
= The learner’s preferences
= The learner’s goals
= The learner’s traits and context
» “Learning portability” is a hard
problem
= Technically solvable ... but
= Challenged by privacy laws and
public perception
= Even more challenged in DoD by
security concerns
» Not solvable by a monolithic system
= Trust, security, perception, and
practicalities mitigate against this

ARL

Open Campus

Home » Centers » Center for Adaptive Instructional Sciences (CAIS)

Center For Adaptive Instructional Sciences (CAIS)

Background

As part of the Army Research Laboratory's Open Campus Initiative, ARL has established a Center for
Adaptive Instructional Sciences (CAIS). The purpose of CAIS is to bring together government, industry, an{
academia to advance adaptive instructional science and technology for application in training and
educational systems through a collaborative, innovative research ecosystem. Adaptive or tailored
instruction in the form of Intelligent Tutoring Systems (ITSs) has been shown to be significantly more
effective than traditional classroom instruction for both individual learners and teams. While the promisg
of adaptive instructional tools and methods are high, there remain significant technical challenges to its
practical application in large organizations (e.g., US Army, large corporations, and universities).
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M&S and Adaptive Instructional Systems

A database for learner data, Data comes from many sources and
federation models, and other shared = in many forms (often new). It must
data does not exist and is impractical persist, be shareable, and verifiable.

l

Trust may exist within a federation or A third party authority is OK within a
part of a STE* but less so across —— single STE, but not for the general
multiple components and over time exchange of learner models

|

Privacy (PII) and end-user control
are required

Blockchains seem like an ideal
solution (and are being -—
explored for this)

*Synthetic Training Environment
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PART 2

Technical
(But returning to training in the end)



\ _ ]
: What is a Blockchain (really)

A blockchain is a network of peers (“nodes”) that provides a distributed database service

The code executes
a transaction

P
J '

The chain is stored
by every peer

A 4

The transaction

changes a state
P The state is stored

by every peer

What gets written
to the chain is code

The code can be a contract that executes when an
external condition is satisfied —i.e. a “smart contract”
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What Makes it a Blockchain?

Each block contains a digital signature of the previous block

Each peer accumulates proposed transactions

The next block is determined by a consensus process

Peers get paid for their work (by acquiring coins or directly by users)
Private implementations include permissioned access to data

L R
.f_l

Blockchain Data

VvV V. VYV V V

Peers communicate
using “gossip”

—
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http://hyperledger-fabric.readthedocs.io/en/release/gossip.html

>‘/ Some Technical Details
- AN

> Hash Functions Big Blocks —— -(Cglllig_ig;)\s unlikely
it Strings |
m Ensure data has not been altered of Data

Can't reverse (too
much info lost)

» Public / Private Keys |

Your Data | Encrypt w/ Private Key - Encrypted
m Used to encrypt (protect) data
m Decrypts
m Used to furnish and verify identity s w/ Public
Encrypted + Hashed = Signed B Keyif and
m Encrypte ashed = Signe o T e
> Bitcoin’s proof-of-work concept o SnEnalse
3 w/ private
m Add numbers to data before hashing al key
m Different choices = different hashes 2
m Find one that starts with lots of 0's = Only canges
Encrypted { decrypted w/ > Your Data ‘
m Takes computation — reward with coin private key |

@iTsec I NTSAToday (i)



o ofchambata
Off-chain Data

PROBLEM: Data on a blockchain can be SOLUTION: Sensitive data that may need to be
encrypted but is visible to all erased or altered is kept off the chain
> Conflicts with privacy policies » Transactions awarding the data are on chain
> Makes it non-erasable (with some caveats) > A hash of the data is on the chain
N
tJ

Blockchain Data > pu—
H

“Off chain” implementations (such as https://www.blockcerts.org/ and CEDAR) store pointers to external,
authoritative data plus digital fingerprints (hashes) that can be used to verify the data
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https://www.blockcerts.org/

» Bitcoin (and other dedicated financial Blockchains)
m  Only track transaction data on their chains by design
m Use a coding language that has limitations

» Other Blockchains offer additional functionality, e.g.,
m Storage capacity (Stor))
m Distributed computing environments (Ethereum)
m Specialized in the Internet of Things (I0TA)
m Cater to enterprise uses, e.g. enable centralized authority
and use standard computing languages (Hyperledger)
» Ethereum
m  Supports smart contracts and uses a robust
programming language
m Requires users to pay for processing and enables peers
to set prices (payment in ether)

pC  ARangeofChains
A Range of Chains

Ethereum

Market capitalization: $73 bin

IOTA

Market capitalization: approx. $15 bin

Coinbase

Market capitalization: $2 bln (GDAX)

Ripple
Market capitalization: $30 bin

Qtum
Market capitalization: $5 bin

https://cointelegraph.com/news/top-10-companies-of-the-blockchain-industry-in-2017
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Quantum Computing and Blockchain

Intelligent Machines

Serious quantum
computers are finally
here. What are we going
to do with them?

Hello, quantum world.

JEREMY LIEBMAN

by WillKnight February 21,2018

Source: MIT Technology Review
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" o4 Quantum computing and Blockchain

Cryptography (and hash functions) are based on mathematical
problems that are believed to be computationally hard.

» There are two basic ways that “hard” can become “easy”
m Better theory
m More computing power

» Example: Whatis 1+ 2+ 3+ ... +1,000,0007

m You can't do the sum quickly by adding up all the numbers but ..

m You can if you know that the answer is (1,000,000)*(1,000,001)/2 - /

much easier! (Better theory)

m You can if you have a computer that can add really fast (like the one
in your phone)

N

» Public Key Cryptography, as done today, is known to be
susceptible to Quantum Computing.
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Gett

ing Back to Training ... A Demo

o 82
>

We are researching blockchains for:
» Lifelong Learner Records
Learning Record Stores

DEMO OF CEDAR/CaSS (OPEN SOURCE ADL PROJECT)

(SCREENSHOTS TO BE ADDED AS BACKUP)
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On the Road Ahead
<

» What's coming in the future for Blockchain technology

» Something regarding its use as a currency
m Further international regulation
m Potential to further disrupt worldwide economies

» DoD Policy will need to address the use of the technology
m Research on its impact on cybersecurity capabilities
m What distribution of data can mean to the Warfighter
m Acquisition guidance, opportunity to partner with industry

» Standardization across a range of industries
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Discussion & Resources for Further Study

>
>
>
>
>

http://ethereum.reqistry.cassproject.org/
https://www.blockcerts.org/
https://www.ethereum.org/
https://bitcoin.org/en/

https://www.wired.com/story/187-things-
the-blockchain-is-supposed-to-fix/

http://blockchain.mit.edu/
https://bitcoin.org/bitcoin.pdf

Presenter emails:
robby.robson@eduworks.com
mike.hernandez.ctr@adInet.gov
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